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CYBER SECURITY AND CYBER RESILIENCE POLICY




1. STATUTORY MANDATE

This framework is formed in accordance with the requirements of the SEBI Circular
SEBI/HO/MIRSD/CIR/PB/2018/147 (“the circular”) dated December 3, 2018.

2. OBJECTIVE OF THE FRAMEWORK

The objective of this framework is to provide robust cyber security and cyber resilience to
the Stockbrokers to perform their significant functions in providing services to the holders -
of securities.

3. APPLICABILITY

Provisions of the said circular and framing of cyber security and cyber resilience are
required to be complied by all Stockbrokers registered with SEBI.

The policy has been considered, taken on record, and approved by the board of directors
of the company at their duly convened meeting held on January 31, 2022.

4. SCOPE OF THE FRAMEWORK

Cyber-attacks and threats attempt to compromise the Confidentiality, Integrity and
Availability (CIA) of the computer systems, networks and databases (Confidentiality refers to
limiting access of systems and information to authorized users, Integrity is the assurance that
the information is reliable and accurate, and Availability refers to guarantee of reliable -
access to the systems and information by authorized users). Cyber security framework
includes measures, tools and processes that are intended to prevent cyber-attacks and
improve cyber resilience. Cyber Resilience is an organization’s ability to prepare and
respond to a cyber-attack and to continue operation during, and recover from, a cyber-
attack.

With the v.iew to strengthen and improve Cyber Security and Cyber Resilience framework,
the board of directors of the company shall review this policy documents and
implementation thereof at least once annually.

'5. DESIGNATED OFFICER

The company nominates Mr. Ramavtar Holani as Designated Officer of the company to
assess, identify, and reduce security and Cyber Security risks, respond to incidents,
establish appropriate standards and controls, and direct the establishment and
implementation of processes and procedures as per the Cyber Security Policy.




6. CONSTITUTION OF TECHNOLOGY COMMITTEE

6.1 The company constitutes a technology committee (“the committee”) with following
members:-

Sr. No. | Name of the Committee Members Designation of the Members
1 Mr. Ramavtar Holani Designated Officer
2 Mrs. Payal Jain Compliance Officer
3 Mr. Ashok Holani Member

6.2 Such committee shall on a half yearly basis review the implementation of the Cyber
Security and Cyber Resilience policy. Such review shall include but not limited up to,
reviewing of current IT and Cyber Security and Cyber Resilience capabilities, setting up
of goals for a target level of Cyber Resilience, and establishing plans to improve and
strengthen Cyber Security and Cyber Resilience. The review shall be placed before the
Board of directors for ta king appropriate action(s), if required.

6.3 The Designated officer and the technology committee shall periodically review instances
of cyber-attacks, if any, domestically and globally, and take steps to strengthen Cyber
Security and cyber resilience framework.

7. IDENTIFICATION, ASSESSMENT AND MANAGEMENT OF CYBER SECURITY RISK

The company- shall ensure the following steps in order to identify, assess, and manage Cyber
" Security risk associated with processes, information, networks and systems.

7.1 IDENTIFICATION OF CRITICAL IT ASSETS AND RISKS ASSOCIATED WITH SUCH
ASSETS

The committee and designated officer shall identify the critical assets based on their
sensitivity and criticality for business operations, services and data management including
various servers, data processing systems, and information technology (IT) related hardware
and software etc.

The IT team shall maintain up-to-date inventory of its hardware and systems and the
personnel to whom these have been issued, software and information assets (internal and
external), details of its network resources, connections to its network and data flows.

The committee and designated officer shall identify cyber risks (Threats & Vulnerabilities)
that it may face, along with the likelihood of such threats and impact on the business and
. thereby, deploy controls commensurate to the criticality.

7.2 PROTECTION OF ASSETS BY DEPLOYING. SUITABLE CONTROLS, TOOLS AND MEASURES

In order to protect the cyber safety, the company shall ensure the measures which i
however not limited up to:

» Access controls

> Physical Security

» Network Security Management




Data security

Hardening of Hardware and Software

Application Security in Customer Facing Applications
Certification of off-the-shelf products

Patch management

Disposal of data, systems, and storage devices
Vulnerability Assessment and Penetration Testing (VAPT)
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The company shall take all such steps to protect assets of the company by deploying suitable
controls, tools and measures in conformity with the provisions of SEBI circular
SEBI/HO/MIRSD/CIR/PB/2018/147 dated December 3, 2018 and any amendment or
substitution thereof. However, the committee and designated officer of the company shall -
additionally deploy such measures in this respect, as may be warranted from time to time.

7.3 DETECTION OF INCIDENTS, ANOMALIES AND ATTACKS THROUGH APPROPRIATE
MONITORING TOOLS/PROCESSES

Necessary steps as may be required to monitor and for early detection of unauthorized or
malicious activities, unauthorized changes, unauthorized access and unauthorized copying
or transmission of data / information held in contractual or fiduciary capacity, by internal -
and external parties shall be maintained, appreciated and taken care on. '

The security logs of systems, applications and network devices exposed to the internet shall
also be, from to time, monitored for anomalies, if any.

The company shall ensure high resilience, high availability, and timely detection of attacks on
systems and networks exposed to the internet and implement suitable mechanisms to
monitor capacity utilization of its critical systems and networks that are exposed to the

internet.

7.4 RESPONDING BACK BY TAKING IMMEDIATE STEPS AFTER IDENTIFICATION OF THE
INCIDENT, ANOMALY OR ATTACK

The alerts generated from monitoring and detection of systems in order to determine
activities that are to be performed to prevent expansion of such incident of cyber-attack or

breach, mitigate its effect and eradicate the incident.

In case of affection of systems by incidents of cyber-attacks or breaches; the company shall
ensure timely restoration of the same in order to provide uninterrupted services. The
committee and designated officer shall ensure to have the same Recovery Time Objective

(RTO) and Recovery Point Objective (RPO) as per regulatory requirements.

With a view to providing quick responses to such cyber-attacks, the committee shall
formulate a response plan defining responsibilities and actions to be performed by its
employees and support / outsourced staff in the event of cyber-attacks or breach of Cyber
Security mechanism. Such plan and any modification therein shall be circulated amongst all '

_the employees and support / outsourced staff from time to time.
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